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Electricity/Gas/Water

First, check with the landlord or the real estate agency
as to what utility (electricity, gas, water, etc.) fees are
included in the rent.

Utility fees can be paid at a bank, post office, or
convenience store. Arrangements can also be made to
have them withdrawn directly from a bank account or
paid by credit card.

<Electr|C|ty>
In Japan, there are two different electric
frequencies. In Kyoto, the frequency is 100V/60Hz.
Be sure to use electrical appliances matching this
frequency.

- To connect your electrical supply, visit the
company’s website mentioned below.

- The utility fee is calculated each month.

L4 Kansai Electric Power Co., Inc. (Kansai Denryoku) ‘:"-F
www.kepco.co.jp/english/home/denki/07.html lt-&

<Gas>
- To connect your gas supply, make an appointment
for a service representative to visit your home and
open the gas valve. You can request an appointment
either via the Internet or by telephone. Note that
someone must be home at the appointed time.
- The utility fee is calculated each month.
[4 Osaka Gas Co., Ltd.
TEL: 0120-8-94817 (Kyoto Branch) EI;Q:
TEL: +81-6-6586-1252 (From overseas) ol L
URL: www.osakagas.co.jp/en/index.html El:"' A0

<Water>
- Tap water is safe for drinking.
- The utility fee is calculated every two months.
Opening/Closing the Water Valve (Kyoto City)
A water service card should be found hanging on the
front door or post box of a newly rented residence.
The customer number on the card will be required
when contacting the Waterworks Bureau to connect
to the water supply. You can apply for connection via
the Internet, by phone, or in person at the Waterworks
Bureau. In private apartment buildings over three
stories high, it may not be necessary for each resident
to apply individually. Contact the apartment’s
management company or the real estate agency to
confirm whether you need to apply or not.
L4 Waterworks Bureau, Kyoto City

TEL: 075-672-7770 (Customer Service Center)

URL: www.city.kyoto.lg.jp/suido/

The QR code is the same as the image on P.55.

Opening/Closing the Water Valve (Uji City)
Pay the initial fee (four months of the basic charge)
and apply to have your water valve opened at the Uji
City Hall. The Uji City Hall must also be notified before
moving out, to close your water valve.
L4 Waterworks Bureau, second floor of the Uji City Hall
TEL: 0774-22-3141
URL: www.city.uji.kyoto.jp/soshiki/12/ (In Japanese only)
The QR code is the same as the image on P.55.

Refuse Collection/Recycle

Collection days and the rules for separation of trash
by type will vary depending on the area in which you
live. For detailed information, please ask your landlord,
neighbors, or the City/Ward Office, and follow the
rules when disposing of trash.

Kyoto city requires that “household refuse” (garbage/
paper items) and “recyclable garbage” (aluminum cans/
glass bottles/PET bottles/plastic items) put out for
collection be placed in specially designated bags.
These bags can be purchased at convenience stores
and supermarkets in Kyoto City. To dispose of bulky
items such as furniture or bedding (for a fee), please
contact the Kyoto City Large Garbage Collection
Center below.

Rules for putting out and separating garbage in
Kyoto City and Uji City are detailed in the following
websites.

Kyoto City =% 3
|4 Study Kyoto “How to Sort Garbage” :.';: : ;
www.studykyoto.jp/en/currentstudents/kyotolife/trash/  [m]5+
|4 Kyoto City Large Garbage Collection Center (Ogata
Gomi Uketsuke Center)
TEL: 075-330-6100
0120-100-530 (toll free)
0570-000-247 (by cell phone)

Uji City
4 Uji City Hall
TEL: 0774-22-3141 Of
URL: www.city.uji.kyoto.jp/site/gomi/ %:; H,
(In Japanese only) [=] e

L4 Uji City Hall Large-Garbage Collection
(Gomi Genryo Suishin-ka/Jigyo-ka)

TEL: 0774-22-3141 Elasﬁ-lil
URL: www.city.uji.kyoto.jp/site/gomi/5249.html ,pf‘
(In Japanese only) ook .-l

<Disposal of Five Home Appliances>
Please refer to the following website for the disposal
of TVs, air-conditioners, washing machines, clothes
dryers, and refrigerators.
|4 Association for Electric Home Appliances
TEL: 0120-319640
URL: www.rkc.aeha.or.jp/index.html (In Japanese only)
The QR code is the same as the image on P.55.

<Recycle>
Kyoto City has various recycling shops and systems.
The Message Corner inside the lobby of the Kyoto
International Community House (also known as
Kokoka) is also available for posting and viewing ‘items
for sale’ and other notices.
L4 Kyoto City International Foundation “Message Corner”
www.kcif.or.jp/web/en/building/messagespace/
|4 Kyoto City Recyclable Society Promotion Section
"Moppen”
Search for shops involved in recycling in Kyoto City.
www.moppen-kyoto.com/ (In Japanese language only)
The QR code is the same as the image on P.55.
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Opening a Savings Account

By opening an account at a bank or a Japan Post Bank
(Yucho Bank), students will be able to deposit and
transfer money, arrange automatic withdrawals for
public utilities and credit card payments, etc. Please
note that, in some instances, it can take up to several
weeks to open a savings account as the applicant’s
identity must be confirmed.

For newly arrived foreign nationals, certain account
services may be unavailable for the first several
months. In addition, some scholarship recipients may
be required to open an account at a particular bank as
some scholarship foundations designate the banks to
which they will send scholarship payments. For
example, MEXT Scholarship payments are deposited
monthly into the recipients’ Japan Post Bank (Yucho
Bank) accounts.

To Open a Bank Account
Opening Hours: 9:00-15:00 Mon.-Fri., (except national
holidays)
Generally Required Items (may vary by bank)
@ Passport
@ Residence Card
® National Health Insurance Card
@ Personal seal (Inkan)
Some banks accept signature as a substitute for
‘Inkan.’
® Cash for deposit

To Open a Japan Post Bank Account

Applications for opening an account can be submitted
at a post office (Japan Post Bank) counter or using a
smartphone application. For details on how to open a
bank, please refer to the bank website below.

When applying to open an account at a post office
counter, as a general rule, you need to visit the post
office closest to your dormitory/apartment or campus.
Opening Hours: 9:00-16:00 Mon.-Fri., (except national

holidays)
Required Items

@ Passport

@ Residence Card that shows your current address

in Japan

® Personal seal (lnkan) or signature

@ Student ID Card
l4 Japan Post Bank (In Japanese language only)

“Open an Account”

www.jp-bank.japanpost.jp/kaisetu/kat_index.ntml

“App Information”
www.jp-bank.japanpost.jp/app/app_index.ntml

o)
Gl

Cellphones/Smartphones

There are diverse options to have a mobile phone in
Japan, such as signing a new contract with a cell
phone company, buying a low-cost SIM, or renting a
mobile Wi-Fi. In general, emergency calls (such as
police 110 and fire/ambulance 119) cannot be made if
you have a data SIM (internet communication function
only/no phone function and cannot make a phone call)
cell phone. Please confirm upon signing a contract.

Note that those with a Temporary Visitor’s Visa or a
Student Visa with a 3-month period of stay are not
able to sign a contract with a Japanese mobile service
provider or purchase a local SIM Card, so please
consider purchasing a SIM card for tourists.

Cell phones/smartphones can be purchased in cell
phone shops throughout the city. The documents
required vary from company to company, but the most
frequently requested items are a Residence Card,
passport, Student ID, National Health Insurance Card,
and an account book, ATM card, or credit card.
Prepaid SIM cards can be purchased on the Internet,
from convenience stores, appliance stores, and at the
airport. Purchased cards may be used immediately.

The company mentioned below offers a variety of
services to foreign nationals staying in Japan, so if you
are interested, please check their websites.

L4 GTN Mobile: www.gtn-mobile.com/ [w] Y= [w]

DEASH

The types of internet services available at a property
vary depending on the type of connection facilities
available. Please consult with the real estate agency or
house owner about which internet service providers
are available.

Students, faculty, and staff of Kyoto University can
connect to the network via wireless LAN (Wi-Fi) in
common spaces on campus. The Wi-Fi services
available on campus are "KUINS-Air" and "eduroam".
KUINS-Air is a Wi-Fi service designated for KU
members, and students need an ECS-ID to use it.
Eduroam is a Wi-Fi service for those from off-campus,
but if you have an eduroam account, it gives you
internet access when you are visiting other
participating universities and educational research
institutions around the world.

For information on "KUINS-AIr" and "eduroam," please
refer to the following website of the Institute for
Information Management and Communication (IIMC).
L4 Kyoto University IIMC “Wi-Fi (KUINS-AIr, etc.)”

www.iimc.kyoto-u.ac.jp/en/services/network/wifi/
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Although Kyoto University has repeatedly cautioned students about etiquette when on their bicycles, dangerous acts
are still causing scrapes and collisions. Community residents continue to complain to the university about illegally parked
bicycles and the bad driving manners of students. When riding a bicycle, always aspire to safe cycling with an awareness
of being a member of society, and never neglect to show concern for the surrounding area.

<Buying a Bicycle>

Instead of buying a new bicycle, there is also the
option of buying a used one from one of the recycling
shops in Kyoto City.

Do not abandon your bicycle when leaving Japan. Be
sure to make the necessary arrangements to have it
collected as an oversized garage (ref. P.56) or recycle
it by taking it to one of the recycling shops.

<Crime Prevention Registration>

Bicycle registration (Bohan Toroku) is required by law.
When purchasing a bicycle, bring a residence card as
identification and proof of address. The cost of
registration is 600 yen. Registration is valid for ten
years. Please make sure to keep the receipt given by
the shop.

If purchasing a bicycle registered in someone else's
name, be sure to obtain the previous registration
certificate and the warranty certificate from the
previous owner. Please make sure that the previous
owner's registration has been cancelled, and then
apply for a new registration at a bicycle shop
accepting the registration. Please refer to the website
below for information on shops accepting bicycle
registration in Kyoto Prefecture and the warranty.

If the bicycle is stolen, report it to the police with
the bicycle registration receipt.

[4 Kyoto Prefecture Bicycle Crime Prevention, [a]: _:'EI

Registration Promotion Council '&-_1.::';..‘:!

www.kyoto-bicycle.net/ (In Japanese only) E'E‘#E

<Bicycle Insurance>

In recent years, accidents involving bicycles have
accounted for about 20% of traffic accidents. In such
an accident, cyclists not only suffer injury but also
cause death or injury to another person. Those who
cause accidents involving other people or their
property may be required to pay a considerable
amount of compensation. There was a recent case, a
cyclist at fault had to pay an enormous compensation
totaling 95 million yen for injuring a pedestrian.

Kyoto Prefecture urges all bicycle users to enroll in
bicycle insurance to pay any necessary damages
compensation in preparation for an accident. Bicycle
insurance compensates for damages in case of injury
or death to others while riding a bicycle or
compensation for medical expenses incurred in case of
injury.

For Kyoto University international students, if you
have enrolled in the Kyoto University Co-op's personal
liability insurance (ref. P.44), you do not need to enroll
in the bicycle insurance. Note that you need to pay
the insurance premium every year.

<Rules>

Please be sure to follow the rules for safe cycling.

Failing to abide by the rules may result in being fined

or penalized.

- In general, bicycles are ridden on the left side of the
road.

- It is permissible to ride on sidewalks if there is a sign
indicating that bicycles are allowed (Jitensha Hodo Tsukoka).

- Bicycles are not allowed to turn right at
intersections like cars. Use the bicycle crossing if
there is one nearby.

- In crowded areas, dismount the bicycle and walk
with it.

- Riding while under the influence of alcohol or
carrying passengers, as well as riding abreast of
other bicycles are prohibited by law.

- Use a light when cycling at night.

- Do not use a cell phone/smartphone or wear a
headset/headphones while riding a bicycle.

- Lock your bicycle when parking for any length of
time.

- Do not use an umbrella while riding a bicycle.

- Abide by the traffic lights.

- Abide by the signs indicating a temporary stop.

- Do not make an abrupt change of direction.

- The Road Traffic Law has been revised, and from
April 2023 onward, all cyclists are obliged to make a
sincere effort to wear a bicycle helmet when riding
a bicycle.

For more details, please refer to the website below.

|4 Kyoto Prefectural Police Headquarters “Bicycle Rules
www.pref.kyoto.jp/fukei/foreign/koki_k_t/jitensha/index.html

[]7s (=]
Eiu.x : .‘

<Points to Be Aware of When Parking Bicycles>
Bicycles parked unlawfully on sidewalks cause great
inconvenience to pedestrians and drivers alike.
Regardless of whether you are on campus or off
campus, be sure to park your bicycle in designated
parking lots in order to preserve pedestrian safety and
ensure evacuation routes.

To prevent theft, be sure to lock your bicycle
(preferably with two locks) after parking it.

<To Reclaim Removed Bicycle>

When a bicycle is missing, before assuming it was
stolen, check the nearby notice or bulletin board.
There may be a sticker indicating that the bicycle has
been removed and instructions showing where to
reclaim it.

Removed bicycles are kept at the bicycle pound for
four weeks. If unclaimed within this period, they will be
disposed of.
|4 Bicycle Pound Search: Cycling Site by Kyoto City

http://kyoto-bicycle.com/removal (In Japanese only)

The QR code is the same as the image on P.59.
Required Items for Reclaiming Removed Bicycles

@ The key to the bicycle lock

@ Residence Card

® 3,500yen (Handling fee)

@ Bicycle registration receipt (only if possible)

For Further Information on Removed Bicycles
|4 Kyoto City Construction Bureau (In Japanese only)

Bicycle Policy Section (Jitensha Seisaku-ka)

TEL: 075-222-3565

60

31 Alle@ i



oHHFEM !

FHPEZTNES

BRPICFEIETNE SR IR CHAEIRS =
BHoL, M (R) &, BEOXEEICEVGET. 21
TN, ERSREB|RREDEBE. ks (VAR—H).
FEREBOREREDFHRETZLTLLIZEN, BH. BER
BRERNAE G BEMXDRFAICHFIDE, [HE
BR—IFE] iXETNEd. EREREFERUNDERR
BRICIALTWVBRHEEE. AL TVWSRRICHE—FE
ZHEKRLET,

ZOf. FHOVDRENDRLBEIRHIERE, FU
VWIERIE. TEORBHEESIRBEDD T T A MIE
FHINTLFIDT, BECLTLIZE L,

d FEHERSAH R [HE - BIE - HE)
www.kcif.or.jp/web/jp/livingguide/childcare/

FEMEOFRS - (EADRLE

BHATIEF., KM FHE OBeE WHEZERL). &
AN BEOVEL IR5IRY Y — MDMA SO,
FRFERTELZILEINTVEYT., ERUEESF. B
SEEE UCRE - RSN, BESHEOY IEHP. K
FREREDIUNZZITDIEIT TR, BIEHPCENEER
ESOIBICEVLSTZZITET,

AP ERVEIEOZRIEEYDOELAGE. AADEBES
RICBEFEZRIFU. ISICIFRAPRKREHROFECD
DN BIGE. RAEF TR, HRBAETE AN
EREDILESLEFT, FHLPERVLKFHETINSDEY
[CIFHER ICFEEIRBVRDICLTLEEL,

BERSvIICDONT

W, JEHYA VI =% M ET IN=T]. [BE]. [
FEI. [PTFPUXV N BECRGREBELRZY, U
UXV K [BERSYT] [GEN\—T7] FEMT5E
EHERFECNTH Y. TS5 UeEReERURAN. 25
[BE. $D&. [FUNA. FIRRHEEZRZC LT, ETUL
e, ERICHRIEHENSHELTVETD,

INSE@E. BEERL FME. KRR ERHEDDIEE
BWEICLBTESNTSH Y. REEYEREDIERZEEST
RN ZEZCERNIL L. KEBRTY, Flo. GEER
U CHRFE T 2EmO T [CREDIEEEYEDEEREYH
ZENTVEHEHIFET ., BHROKIS DA SIRNEYIC
[FHEFICFEBUTIFWVITEE Ao

61

- BATE. 20 BREOEDEEILERER T, 20
WMABDE ([CABZEND TIFVITEBA. 20 ERED
BIIBZEDSNTHIE>ENEMIFTL &£ D,

A VFRHPFOBRGEBZ Uiz MAICSEBTE
WIFEE A,

- NCEUBEZREUY . AICTETRVTEEA.

- BBEZEUCS. Bl (BEE - N7 - BERES) 7
BiIUCTIEVITFERA. AZREEGRICEITRD
ZIETTY,

27 IV I—)VhEICES

EISEICAEDT IV I—ILEERT D E. BATITR
WEEDEEESZIIR Uich . SIEIREICHRD 2 &N
WET, REODBSREFREIEPRMEDAEIES, JEIC
DiFHofel) . BEUCHEERRBEENRD NG
F9, Ffe. TOURERICESHLTH., B3 5D
WISREETER Uz IBIHICKWEBEIELIEAlBEHEN
ER

HAZTIFIST - U—TILEODRHFET, 2E7)L3
—)LEBICLY) . REHNRTCITIEHDEELF LI, &
FTH, /U7 I-)VPBEFICKIEBEREERY . K
BRICHE S N—5BNISTEICE D BRIGREE BB EHN
HELTWLETD,

Aht—. —#&ICEBRA TV D AD BV DSNIEHREIFE. —
ANCULBWTEAZD > TN (KIRZRED, #aECE
%) LTLKIEEW,. BRIZFARUBHZRDT >TH
KIEE T, KREBLWOEPHIRZRA LD ULBRWREDIE
KB NE, BSICHRBEZEFATIIZEL,



When a Child is Born

Following the birth of a child, the parents must obtain
a Birth Certificate issued by the hospital and go to the
City/Ward Office for Resident Registration and
National Health Insurance, to the appropriate
diplomatic mission in Japan for a passport, and to the
regional immigration services bureau office for Status
of Residence. “One-Time Financial Assistance for
Childbirth” will be granted to National Health Insurance
subscribers on application to the City/Ward Office.
Those who join other health insurance programs in
Japan will also receive a lump sum birth allowance on
request from the relevant insurance providers.

There are also additional subsidies for households
with children. Please refer to the following website for
details.
|4 Kyoto City International Foundation

“Childbirth, Raising Children and Education”

www.kcif.or.jp/web/en/livingguide/childcare/
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Illegal Drug Possession

The possession and/or use of cannabis (marijuana),
narcotic and psychotropic drugs, opium, stimulants,
thinners, MDMA etc., are strictly prohibited by law in
Japan. Violators will be arrested and prosecuted as
criminals and will receive severe punishments that
include but are not limited to imprisonment and
deportation. Failure to comply with the law will also
result in suspension of scholarship and expulsion from
the university.

Drugs are highly addictive, and there is a high
probability that their usage will escalate once
experienced. Drugs will destroy your physical and
mental health and destroy relationships with family
and friends.

DO NOT USE these drugs under any circumstance.

Designer Drugs/New Psychoactive Substances (NPS)
Recently, in stores and on the Internet, products
disguised as “herbs,” “incense,” “air fresheners,”
“supplements,” or labelled as “legal drugs,” “legal
herbs,” etc., have been sold. There have been many
incidents of people using these products suffering from
consciousness disturbance, dizziness, convulsions,
dyspnea, etc., resulting in death or severe injury.

These products are made to resemble the chemical
structures of controlled substances such as stimulants,
narcotics, and cannabis, and many of them contain
ingredients that have the same effects as controlled
substances, making them extremely dangerous. In
addition, there are cases where illegal drugs such as
narcotics and designated substances are included in
the products sold under the guise of being legal, so do
not ever think about taking any origin questionable
drugs.

Cautions on Consumption of Alcoholic Beverages

- The legal drinking age in Japan is 20. Consumption
of alcoholic beverages by minors is strictly
forbidden. Do not encourage minors to drink
alcoholic beverages. If you are under 20 years old,
do not drink them even if encouraged.

- Even if you are old enough to drink alcoholic
beverages, do not engage in chugging or other
dangerous drinking, or encourage or force others to
do so.

- Do not encourage consumption of alcoholic
beverages by people whose physical constitution is
not suited to them.

- If you drink, do not drive a car, ride a motor scooter
or motorcycle, or ride a bicycle. Any action that
leads others to drink-driving is also prohibited.

Be Aware of Acute Alcohol Intoxication
Consumption of large amounts of alcohol within a brief
time can impair motor functions to the point that the
person cannot stand by him or herself and even cause
a loss of consciousness. In the worst case, it can arrest
respiration and cause acute cardiac failure, and
therefore lead to death or, even if the person is
revived, serious lingering after-effects. Even without
exhibiting such symptoms, there have been cases in
which students suffered injuries from falls due to
unsteadiness on their feet and died from choking while
vomiting.

At other universities, there have been cases of
student deaths from acute alcoholic intoxication that
occurred at drinking parties held by intramural clubs or
circles. At Kyoto University, there have been cases in
which students lapsed into critical condition, were
taken to the hospital, and very nearly died as a result
of acute alcoholic intoxication.

If one of your companies has become overly
inebriated, assume the responsibility of taking care of
that person (by loosening the clothing and laying him
or her down, on his or her side, etc.) instead of
abandoning him or her. Call an ambulance immediately
if the person does not react when shaken or when his
or her name is called, or when you detect abnormality
such as extremely loud snoring or breathing only
intermittently.
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Things to Know Before Starting a Part-Time Job

In recent years, exploitative part-time jobs, so-called "Black Baito", which violate labor-relating laws and exploit
workers, have become a social problem.

Before starting a part-time job, receive notification of working conditions and check the wage payment
conditions, working hours, and other details. If you have any troubles at your part-time job, call the hotline below
or contact your local labour bureau or university.

Depending on the foundation providing the scholarship, there may be restrictions or conditions regarding part-
time work for recipients. Scholarship recipients should check the application guidelines, etc., and contact the
foundation through the university for questions. If you are a MEXT scholarship recipient, unless there is any specific
guidance regarding part-time work from your faculty/graduate school, etc., you can work part-time under the same
conditions as self-financed international students. If you wish to work part-time, please inform the student affairs
office of your faculty/graduate school that you are a MEXT scholarship student and ask if there are any rules
regarding part-time work.

<Example of Exploitative Part-Time Jobs >
- Working conditions are not clearly stated in the employment contract.

- Being given gruelling work shifts and not allowed to take time off for classes, exams, and extracurricular activities.

- Not allowed to quit the job even if workers inform their employer to quit.

- The hourly wage is below the minimum wage (1,008 yen in Kyoto City as of November 2023).

- Overtime pay is not provided when workers work more than eight hours a day.

- Working more than six hours without a break.

- Workers are dismissed unexpectedly.

- A worker suffers injury or illness while on duty but cannot use the Workers' Compensation Insurance.

- International students are forced to work beyond the permitted work hours, 28 hours per week (eight hours per
day within the confines of the legal 40-hour work week during university holidays). Please refer to P. 22 for a work
permit.

<Counseling Services and Hotlines in Foreign Languages>
L4 Ministry of Health, Labour and Welfare (MHLW)
MHLW Miyagi Labor Bureau “Seven things you need to know before you start working part-time”
http://jsite.mhlw.go.jp/miyagi-roudoukyoku/2/212_00007.html

# [=]
“Counseling services and hotlines in foreign languages” ]
www.check-roudou.mhlw.go.jp/soudan/foreigner_eng.html E],;,.-_,. .

“Laboure Standards Advice Hotline” '-'.-;,1 =
URL: www.check-roudou.mhlw.go.jp/lp/hotline/ #i%
TEL:0120-531-401 (In English*") [E] k>

Operating Hours “?: Monday - Friday: 17: 00-22 : 00 /Saturday, Sunday, and National Holiday: 9:00-21:00

*1 Consultation is available in 14 languages. The phone number differs depending on the supported language, so
please check the details on the MHLW website mentioned above.

2 Services unavailable between December 29th and January 3rd.

Beware of Good Opportunities! Is it a Great Part-time Job, or an Invitation to Crime?

Recently, an increasing number of criminal organizations are posing as legitimate businesses and advertising
attractive part-time jobs for international students - jobs which will make you an accomplice to criminal activity.
International students have been arrested for taking part in crimes after innocently responding to job
advertisements online, on flyers, or even through personal introductions from friends. Please be cautious when
seeking part-time employment.

Actual Case

- Using stolen IDs, passwords and credit card information, a criminal group purchases items such as electrical
products through an online shop. International students are employed to receive the delivery of illegally
purchased items and pass them on to the criminals.

- Using stolen Internet banking IDs and passwords, a criminal group illegally transfers money to a dummy bank
account. The criminals then employ international students to withdraw the stolen money from the account.
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To Avoid Being Victimized by Swindles and Scams

There have been many cases of students falling prey to swindles and scams targeting them. Focusing on the relative
lack of knowledge of the world and social experience on the part of students, these schemes prey on them by
promises of easy money or, at times, by thinly veiled threats.

Listed below are some types of swindles and scams. Other new and ingenious types have also surfaced. For
example, recently there have been many scams and unscrupulous business practices using social media, matching
apps, online games, etc. Please beware of them!

If you believe that you or a friend has been victimized by fraud or unscrupulous business practices, please
immediately contact your friend, family, university, the police, etc.

@ Catch sales
People are stopped on the street and asked for their cooperation with a questionnaire survey. If they consent,
they are taken to an office where they are, in effect, forced to buy costly cosmetics or membership rights.
Firmly refuse instead of taking an ambiguous attitude!

@ Appointment sales
People make an appointment for a meeting at an office based on a telephone call promising benefits such as
discounts on overseas airline tickets and fees for the use of leisure facilities. Once at the office, they are told that
the discounts are given only with the purchase of other items (such as video learning aids), and they end up
being, in effect, forced to buy costly articles.
Beware of sweet deals brought by strangers!

@ Pyramid schemes
Victims are recruited by promises of increasing income simply by recruiting others. They become members by
buying products and receive rebates when the same products are purchased by friends and acquaintances they
introduce. The rebates are supposed to increase as those friends and acquaintances recruit their friends and
acquaintances, ad infinitum. People become members of the belief that the scheme is an effortless way to make
money on the side but are liable to be left only with the merchandise and debt.
There is no way of making easy money. Do not jump at a juicy offer!

@ Fraudulent billing

There has been an increase in the number of cases of fraudulent billing, in which victims are billed for use of pay-
per-view websites which they have not actually used. To avoid falling prey to such schemes, please take the
following action.

v Ignore any bills for goods or services which you have not received. (Save the postcard or e-mail containing

the bill.)

v Do not contact the designated contact person.

v Set your computer to block spam e-mail.

v Do not try to deal with it yourself; instead, consult the police, your family, or your friends.

@ Scam phone calls claiming to be from public institutions in your home country
Many fraudulent calls are targeting mainly Chinese people all over Japan. Criminals pretend to be from public
authorities (embassy, police, etc.), claim to be investigating international crimes, and request victims to transfer
large sums of money to Chinese accounts for verification purposes.
Even if you receive such a phone call, do not give your personal information, or pay money to them, hang up
the phone, and contact the university or the police before making decisions on your own.

66

31 Alle@ i



oHHFEM !

BEI b (BER) . DIV SEFED S OEEEICES

B, BROBREFEETHRESNTCVE T, UL L. HOPICFZDIEZEFICIY . EPEETRZEHFREIR
TESLTIRHEENBEEET b (BRK) LA SEFEHEFELE T,
AL FERIC KD EFE
AU SEERIC KD BEREE. B8, MEREED NS TIVOREELTVET, KDL B—EDFEZE L CEEE
#FELELDOELET,
1. =T VB DENEE LT 2T — bADBAZORICEEICEZDTF D,

2. BREEPEBIKICOVWCORGEZBLU CREELHLLRY ., AFPEEESREDEANBRZEZESHT .

3.2ECEZT—PEE DS Z LD LB D,

WO TcAZ SV EEEICASTLE D & ZOMFEDSTIFTIEBICH I SN, FEECHNEREL. ABEF
DEEL. BECHVHONTAREERBLBDRERLBRFEETFTEEXD CENTEBRLBRUET,

EEISEDRVLESIC
RELBHFTFICERISTEUTCLRTV, ZEN—ATVREFCEERHITONDCENESHRLTVET, ST
[CEBTAFTNBRVKIICTDHDRA Y bZEUTITBNLET,
- ABFENEDEHISIE TN T ETeDH 2SS
- EFNREIESOIEBN 2. BRZESDOED >2Y). BERICEN T EEFER
- IR ED AT [FHE (CBAIEREZHZ F0
V=V P UATF 4 P EBUIEEFICDER. TRICY—Y¥IUAT « P TOIEA ZRIZIEL
- EoFU EMBERERD
- ENEEBS DA WEENSHIE & ER DA WEEIRAEN RT3 2 HRFFRITER
S BHULVEBSEB. TITRAPREE, KT
—RBIICE SN TVS BRI HZERY) THY) . TOEBENE D TERIFHIELWGE SIBHRIRE - BRI S
Nes9 <kIF
TEBREFTBEENTIZY . BONEFEZIFEICIE, TITREANER LTV,

V=Y v A5« 7HALOER

Facebook. X (IH Twitter). WhatsApp. WeChat. TikToK. LINEBREDY — v )L XF 1« 7lF. MPERREFD
BD] EBVBBTIN, V=Y v)UAT 7 LETORSIMBAZE DI RELTEBIMEDLZLDHUET,
Fle, PENZITDZEBTH S EWSTOREFAUTEER (DI UYTEERY T « v IV TFFRIBE) P UAILA
ZHET BBHHRELTLET,
V=Y v )UAT 4 PORABICHIE>TIE, BUTFORISERELTLZE L,
- BAICEET 2IBHRETPHTRFE LR,
- BEOEHEIF. R URVAIEBIBRRHOBREN G,
c TIANY— BEECEBEDREICER.
- REABFESC. BACHGZBEIT L. AR 4hl. BFE. B8 R& AR AR, BEZFICOVWTE
B, PG HESZ T I EIFEBE, Ffeo —BXEURIBRIFEDOHEERBVNEEZ THINE,
BT HOYNPRISLT TUICER,
cPADYRDESEYITER, NZAT—REHEASNICKVBDZERTE L. tOT—EXEHALRRL,
4 #3558 [EROEDDOYAN—tF1UT a1~
WWW.SOUMU.go.jp/main_sosiki/cybersecurity/kokumin/index.html

E.g' L
R e
pE

[=

s [m]
s
L

67



Beware of Recruitment by Cult and Radical Groups

Freedom of religion and thought is guaranteed by the Constitution of Japan, and religion and thought should, of
course, be free. However, there exist some anti-social cults and radical groups that use this guarantee to their
advantage and resort to lies and illegal acts which they justify under their self-serving interpretations.
Recruitment activities by cult groups
There have been incidents of trouble related to recruitment activities by cults (illegal recruitment, intimidation,
coerced contribution, etc.). In many cases, cults attempt to recruit new members among students through the
following sequence of activities.

1.They first approach students to join a circle or cooperate with a questionnaire survey.

2.They engage in conversation about life and hobbies, become friendly with the students, and ask for personal

information such as address and telephone number.
3.They persistently encourage the students to participate in seminars and camps.
Once they join the cult, the students are kept busy with activities such as collecting funds and recruiting other

students for the cult, at a great expenditure of time and effort. As a result, their relations with others break down
and they become unable to lead a sound and fruitful student life.

How to avoid troubles with recruitment
Always beware of suspicious recruitment campaigns. In many cases, students are approached by cult members
when they are alone. To avoid entanglement in trouble, the following are some tips to keep in mind.
- Ask the person why they approached you.
- Be wary when the person does not say their name, does not say or blur it out with vague words.
- Never give out personal information to people you meet for the first time.
- In recent years, some organizations have apparently been recruiting people via social media. Do not easily
connect with social media.
- Have the courage to refuse requests if you sense something suspicious.
- Beware of any circle or group whose actual name and activities are different from what you were told when
recruited.
- If you feel even the slightest bit suspicious, immediately talk to your friends, family, or university.
- Immediately escape if you are subjected to information manipulation or information control.
If you see or are targeted by suspicious recruiting activities, immediately contact the university.

Safe Use of Social Media

People tend to think that social media platform such as Facebook, Twitter (formerly known as Twitter), WhatsApp,
WeChat, TikTok, and LINE are designed for connecting friends, but your post can hurt other people, or your post
may blow up with lots of negative comments.

In addition, there is a rapid increase in cases of scams (one-click fraud, phishing scams, etc.) and viruses being
spread by taking advantage of social media, so please pay attention to the following points when using social
media.

- Do not disclose your personal information unnecessarily.

- Posting photos has the risk of unintentional leakage of location information.

- Beware of infringement of privacy, copyright, and portrait rights.

- You are responsible for your words and actions posted on social media. It is strictly forbidden to insult
individuals or groups, or to make any discriminatory statements or adopt an exclusionary attitude regarding
race, gender, nationality, thought, religion, appearance, or occupation. Also, keep in mind that content posted
on social media may remain permanently.

- Beware of fake accounts and spam apps.

- Beware of account hijacking. Set a password that is difficult to guess, and do not use the same password for
multiple services.

L4 Ministry of Internal Affairs and Communications "Cybersecurity Site for Citizens" (In Japanese language only)
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