REBARZICS I BEHEFIVUT ICDOVT

FEDERR Y ND—TDFIBICHIE>TE. dIb—
JVESF S CEECHABLTL T,

<BIFESITE>

BHREF 1T o e-learning ZZHEIT DT &

cTPADYE (D) - NRD—RZEBYICEETD &,

PCEHEDOSPIUAINAMRY T, 7FPUT—v 3>
BEDEFIUT 4T vTT—F EREEPHICA
VAR=ILT B L,

COAIVARERY T e BHEEOZHICEDWVWTHIA
ER

F AEBLUFBED - TRBZCKVED SNHES
FUFIAT2IEHRY AT LT EICESD SNIIRIEREST
ER

<EL=EmE>

- ERl REBE. B85, N\SAXYNIHDIER. T

SANY—ZBET DIER. THERBICERT 2155,
SFEEDMEEZRE I D1ER. TOMERICEDL
WEIDNRETFDER. BERESOREETZHES
BRIBRMDFABZITIE > TIIESE W,
VI NDIT7DOANEFER. SFESFOMEEZRET D
Th. TOMEDCEDILIDNRERDITREIT
[QEYZ3SY-NAN

< P2P 774 IVEHY 7 b OFIRAKIR>

C2RRY ND—=TJICBVTT7AIHBEKEETT 2
P2P T 7 A )LAHY T b OFIRFRAIE UTEIESN
TWVET,

- ZFEOOH D BEHRZAURL<EET D &F. SFEE
EBRTY,

OEAREINTVDEE - EREEBEEAI BN D
SHv0—-RI2TRIFEETT,

*Xunlei (GRES). BitTorrent. Winny i@&EA V9 —=w hE@UT
T7A N ERNFELHTHEIT S EZBNE LY T RO T T,

A AR - BRENEREER T 21U T o R
E-mail : i-s-office@iimc.kyoto-u.ac.jp
URL @ www.iimc.kyoto-u.ac.jp/ja/services/ismo/

FEEEZEXDSATORES

<BRZEFERFFENEMHIEMLTVOE T ! >
SHRELFT URNDREERFEMEHNMEIN L TVE T,
BICEADIRWVEEKRSE B FIALEZIEDRBRVLWERY A
NAJRRESKERE) PBUES., ROZEITEELTL
AR
- BICEZDRBVEKFEEL. EROEFHEDA—)IUEF
RELTHL,
- FBE S NIOEBIEICFHE ERE LR,
CPRIEERNE X)L TELBEF. ERA—ILDZIE
BERTEZT D,
- — ATHIHE TICERPRE. BEOAICHERT 2,

<& - BES|EITEE>

RETF, FEE. R, I5IVR, BEE. ARF
BRE, BLBBITHY - BESITHRELTVET, K
2lE. PEPHBER T TR, HEDADZHEAD L
TVFEY, EERFEFBICEICEIT. DITHREF-ETH >
THEHDOESYH SBZEBSIEVKL S TR LT
AN

BErE (S EIFET D (P.358M) &I, Etmis
ENTHEELUEF U & Do BE2 DONFBRENMEREINT
WK,

Information Security at Kyoto University

Always follow the rules and use the information network at
Kyoto University in an appropriate manner.

<DO>

+ Complete the Information Security e-Learning course.

- Keep your account ID and password safe.

- Install security updates for your PC's OS, anti-malware
software, and applications as soon as they become available.

+ Use antivirus software under proper license contract.

- Follow the rules prescribed by Kyoto University and
your faculty/graduate school, as well as the rules set
for individual information systems.

<DO NOT>

+ The university prohibits the transmission of information
that is discriminatory, defamatory, insulting or harassing,
infringes on the privacy of any individual, is a breach of
confidentiality, infringes on copyrights or other property
rights, is punishable by law and/or may otherwise incur civil
liability.

- Do not engage in acts, such as the unauthorized use of
software, that infringe property rights, copyrights or other
laws. Do not engage in any acts that are liable for
punishment under law.

<Restriction on the Use of P2P File Sharing Software*>

+ Using P2P File Sharing Software in Kyoto University network
is prohibited.

- Distributing materials with copyrights violates copyright
laws.

- Downloading of music and pictures knowing they are
obtained illegally is a violation of the law.

* Software with the purpose of sharing files with an unknown
number of other users - i.e. Xunlei, BitTorrent, Winny, etc.

4 Information Security Management Office, IT Services Division,
Planning and Information Management Department, Kyoto
University )

E-mail: i-s-office@iimc.kyoto-u.ac.jp
URL: www.iimc.kyoto-u.ac.jp/en/services/ismo/

Important Notes on Campus Life

< Beware Billing Scams >

False billing scams are becoming increasingly common. If you
receive an invoice charging you for services that you have
never used (e.g. charges for paid websites that you are not

familiar with), please respond as follows:

- Ignore requests for unrecognized charges, however, be sure
to retain the billing postcards, e-mails, or documents that
you received.

+ Never contact the sender.

- If you received the billing request via e-mail, set the sender's
address as spam mail to stop receiving their messages.

- Do not make a judgment on the request's validity by
yourself, seek advice from the police, your family,
acquaintances at the university, etc.

< Watch Out for Theft >

There have been cases of theft (including the theft of

unattended bags and other items) at various locations on
Kyoto University's campuses, including the gymnasium, club
rooms, athletic grounds, lecture rooms, and laboratories.

The university's campuses are open to the general public,
and not everyone on campus is a student or a member of
the university's faculty or staff. Make sure that you always

keep your valuable items on your person, and to never
leave your belongings unattended, even momentarily.
Be sure to register your bicycle (ref P.36) and lock it

when parking for any length of time (it is highly

recommended to use two locks).
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